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Guide for using ESET Mobile 
Security on Android OS 


= | 


According to AV-Test Labs , ESET Mobile Security 
app got a 99.9% evaluation to detect malicious files 
from 4,365 samples last September, and the 
application also provides other distinctive features 
such as locking applications with passwords, 
reviewing app permissions, checking the security 


of the operating system, and preventing phishing 


attacks 


UK 


SS 


Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 
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Smartphones contain all types of information, starting with personal or 
private photos, emails and important conversations, and because of the 
important information smartphones contain about their users, 
governments, and intelligence agencies have invested significantly in the 
field of surveillance and collaborating with private companies to exploit 
security vulnerabilities or applications For the penetration of smartphones, 
and access to users information . 


With these various and multiple security threats facing Ansar Al- 
Mujahideen, we had to shed light on the issue of file scanning and malware 
protection, The follower of what we publish of security notifications will 
notice the escalation of cyber attacks targeting supporters represented in 
APK (Malicious) files and promoting them among the supporters 
community by suspicious accounts belonging to intelligence agencies, 
which desperately try to penetrate Ansar Al-Mujahideen, In spite of the 
repeated warnings of downloading applications from unknown sources but 
Some supporters fall into the trap of intelligence as well, and their 
smartphones are compromised, so it is necessary to use an antivirus to 
detect malicious applications before installing them. 


ESET one of the best anti-virus and file-scanning services for smartphones 
through a constantly updated database and clean graphical interface , 
According to AV-Test Labs , ESET Mobile Security app got a 99.9% evaluation 
to monitor malicious files from 4,365 samples last September, and the 
application also provides other distinctive features such as locking 
applications with passwords, reviewing app permissions, checking the 
security of the operating system, and preventing phishing attacks 
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1- Usage 


e Press on” Next” 


SS MOBILE SECURITY 
Welcome to ESET Mobile 
Security 


By tapping "Next", you agree to the End User 
License Agreement and acknowledge the Privacy 


Policy 
Country 

United States x 
Language 

English - 


e Press on” Allow All " 


€- S09 MOBILE SECURITY 


User consent 


Allow ESET LiveGrid® 
ESET LiveGrid® is a feedback system that 
allows us to collect diagnostics data about 
suspicious objects, which we process 
automatically to create detection mechanisms in 
our cloud system. 


Allow Customer Experience Improvement 
~ Program 
We would like to collect anonymous information 
about how this product is used. The collected 
data will help us improve the experience for you 
and will never be shared with third parties. What 
information do we collect? 


Next ipsas 
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e Press on ' Select your email address " 
Note : Eset will require your Gmail account but you can use ESET without Gmail 
by pressing back button twice after it asks you for sign in with Gmail 


Select your email address 


Your email address will be used to register your 
app, when you need to reset your password, 
customer care and important license 
information. Tap below to select your address. 


Select your email MEC. 


e Press On“ Next " 


Select your email address 


Your email address will be used to register your 
app, when you need to reset your password, 
customer care and important license 
information. Tap below to select your address. 


Jmm 


"w^ | Electronic Horizons Foundation | a Horizons@draugr.de | o SRAAATAW 
aat ese 


5 | Guide for using ESET Mobile Security on Android OS 


e Press On“ Activate " 


MORII E CEC DIT, 
spp am BILE SECUR] I V 


Enjoy 1 month of Premium for 
free! 
At the end of the trial period you can choose to 


use Free or Premium version of ESET Mobile 
Security. 


skiP 22 ACTIVATE 


e Press On” Start First Scan ' 


Enjoy 1 month of Premium for 
free! 
At the end of the trial period you can choose to 


use Free or Premium version of ESET Mobile 
Security. 


Sanr rns scan 


"w^ | Electronic Horizons Foundation | Q Horizons@draugr.de | o SR444TAW 


6 | Guide for using ESET Mobile Security on Android OS 


e Press On” Antivirus " 


= MOBILE SECURITY 


You are protected 


Last scan ninutes age 


EN Anti-Theft Anti-Phishing 


0  & | (* 


AppLock ^ | Call Filter Connected Home 


Activity log 


Today 


First scan finished 


e Press On” Advanced Settings " 


© ANTIVIRUS ? y 


Uncover and elimin: vanced settings 
scanning. 


Scan logs 
V 


Automatic scans 


[£] On-charger scan oO 
13 Scheduled scan 
sablec 


Update 


. AA Update detection modules 
KJ version: 13062 (up-to-date) 


W | Electronic Horizons Foundation | (fl Horizonsedraugr.de | @ SR444TAW 


/ | Guide for using ESET Mobile Security on Android OS 


e Disable ' ESET LiveGrid reputation system " 

e Disable ' ESET LiveGrid feedback system " 

e Activate " Detect potentially unwanted applications " 
e Activate” Detect potentially unsafe applications " 


«— ADVANCED SETTINGS 


Scans 


Scan level 
Smart 


Protection 


Real-time protection 
Enabled 


A 


ESET LiveGrid® reputation system 3 á D 


ESET LiveGrid® feedback system 5) O 
\ 


Removable media 


Show me options 
Enabled 


Detect potentially unwanted Ory) @ 


Enabled 


Detect potentially unsafe — 9 E 


e Choose" In-depth " 


Scan level 


© Smart 
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2- ESET Activation 


e Press on” license " 


€- @ MOBILE SECURITY 


UPGRADE 


© antivirus 
@ Anti-Theft 
Anti-Phishing 


8) App Lock 


A 


Call Filter 


Connected Home 


0 ə 


Security Audit e 


gi 


Security Report 


Settings 
Customer care 


License 


u? ©% 


About 


d 


e Press on” Enter a license key " 


< YOUR LICENSE 


Your Premium expires in 30 days. 


Public License ID: 3AH-SJK-9ND 
Last syne: Jan 30, 2020 1:32:37 AM 


Continue with your Premium to enjoy all the 
features. 


€ Enter a License KOZ 
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e Enter license key then press on ' Activate " 


Note : Contact Us on Tech Support accounts to get activation keys 
Riot : https://riot.im/app/#/room/@ehf:matrix.futbol 

XMPP : Horizons@draugr.de 

Threema : https://threema.id/SR444TAW 


<- ENTER A LICENSE KEY 


Enter a License Key 
7BAA-X2DP -U538-PP5V-85UT FI 


It is in the format: XXXX-XXXX-XXXX-XXXX-XXXX 


Your license key can be found in the email you 
received from ESET if you purchased online, or on the 
license card included with your boxed product. 


I have a Username and Password, what should | do? 


22) ACTIVATE 


e Press on” Finish " 


v 


Activation successful 


ESET Mobile Security activated successfully 


d) ms 
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e Press on Settings 


€ eau 


UPGRADE 


© Antivirus 


Anti-Theft 


«€». 


Anti-Phishing 
8) AppLock 
£: Call Filter 
@ Connected Home 
(S Security Audit e 


£9 Security Report 


€ Settings Q 
© 
Or 
a 


Customer care 
License 


About 


e Disable “Customer Experience improvement program ' 


=< SETTINGS 


Backup & Restore 


7 Language 


ngli 


Permanent notificati 
[> amanen otification © 


m r Experience Improvement 
di" 22 
£^ Update 

B Uninstall 
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Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 


© 


Contact us on threema or XMPP to get our 
Technical Support account on telegram 


Horizons@draugr.de 
o 
SR444TAW 


All Rights Reserved © Electronic Horizons Foundation, We don't allow copying 


any materials the foundation presents without mentioning the original source 
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